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Security Operations Cent

(SOC)

+Rychld proaktivni detekce
a reakce jsou naprosto nezbytné,
pokud chceme Celit modernim
kybernetickym atokdam.,
Rozhoduji sekundy, nikoliv
hodiny nebo dny.*

MASTIN POLPAN
S0

Hrozby - RIZIKA

Pozdni reakce na hrozbu

Utoénik se mlze v prostiedi pohybovat
dlouhou dobu a nemusi byt vibec odhalen.

Velké provozni ztraty

Ochromeni IT znamena ochromeni cinnosti firmy.

Unik citlivych dat
Ziskat data zpét je nakladné a nemusi se to vlbec
podarit.

Dopad na znacku a
reputaci

Ztrata dat poskodiimage spole%Q%sg:'i(ﬁ/p(?@cgﬂem
zakazniku.



High level architektura

Option: Service & Platform (All-inclusive)

Microsoft Defender
for Endpoint / Cloud

Threat
Intelligence

Automated
Provisioning
and Operations

alEv A IVIL

icrosoft Sentinel
% Security
SOC

Customer's Hylrid Infrastructure

Log
Forwarder

Windows
server

Network
devices

Security |[e—,| Microsoft
Team Sentinel %

Q;in.security

Azure Lightho

ol

Customer's
Cloud

Microsoft 365 Defender
Microsoft Defender
AIP, MCAS

Diky cloud-

Nnative platformé
zalozené na Microsoft
technologiich a diky
nami vyvinutym
komponentam
monitorujeme

Cisté cloudové |
alVielglelalNNl
infrastruktury.

S minimalnimi
implementacnimi
naklady a rychlym
nasazenim.



Cybersecurity Guard
portal

Zakaznicky portal

Incidenty

Reporty

Smluvni podminky
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Nasi mezinarodni partneri

! ! Microsoft NETSCOUT
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Guardians of the Connected World

Temna strana DDoS -

DDoS vydirani a trojita hrozba

"DDoS vas zasahne, uz to neni otazka jestli-
nebo kdy- ale jak na vas zautoci"

Alexander Tomik, Sales Engineer Central Eastern Europe Oldfich Gosman, Security Operation Center

Alexander.Tomik@netscout.com oldrich.gosman@thein.eu

COPYRIGHT © 2022 NETSCOUT SYSTEMS, INC. 10 O
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V roce 2021 zasahlo svét témeéer nez 10 milionu
DDoS utoku — a za jakou cenu?

VOLUME
Peak Attac

Volume:

CZECH REPUBLIC DDOS

SUMMARY



DDoS Extortion & Triple Threat (Ransomware + data theft + DDoS)

DDoS Extortion (aka RDDoS) ‘

I\
1\

THE TRIPLE THREAT

3 High-profile DDoS Extortion

Campaigns operating g
simultaneously W } 4 '.

/ | N

Ackoli DDoS vydirani neni nové, objevuji se vysoce
profilované kampané DDoS vydéraCskych utoku.

» Lazarus Bear Armada (LBA)

+ Fancy Lazarus

* REvil ransomware group

Zda se, Ze utoCnici nyni povazuji DDoS utoky za zlo€inné
snahy samy o sobé - na rozdil od jednoho pilife trojitych
vydéraCskych utoku - coz znamena, Ze je tfeba oCekavat

zkusenéjsi kampané vydirani DDoS, protoZe sofistikované
skupiny ransomwaru tuto taktiku ovladaiji.

COPYRIGHT © 2022 NETSCOUT SYSTEMS, INC.

Ransomware Gangs

And while DDoS extortion runs rampant,
Ransomware gangs continue to assimilate
DDoS into their tookit

5 8

12

AvoslLocker Suncrypt BlackCat Avaddon REvil

Ve zpravé 1H 2021 Threat Intelligence jsme za,zanmenali Ze nékolik
riznych skupin provadéjicich operace ransomwaru se také presunulo
na uzemi utoku DDoS, aby vyvinuly vétsi tlak na obéti, aby zaplatily
pozadované vykupné.

Pro tuto zpravu vytvofila Palo Alto, partner Threat Intelligence, souhrn
ransomwarovych gangu, které také pouzivaji DDoS k vydirani obéti,
aby zaplatily vykupné.

Z vyseldku zpravy je patrné, Ze nasledujici skupiny pouzivaji DDoS jako

soucast svych operaci. O
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Nejnovejsi

31%

42%
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The Internet

Volumetric Attacks
AV CYXCFANALY) \
« Saturuje linky 270 o

* 91% podniku zazilo nasyceni linek

trendy DDoS utoku - Slozitost

‘ Fakt: Moderni DDoS utoky jsou slozité: tvori je dynamicky multivektor

~N

TCP State-Exhaustion Attacks
Selhani stavovych zafizeni (Load Balancers,
Firewalls, IPS)

* 2x narust (oproti 16 % v prfedchozim roce)
* U 54 % doslo k selhani

-----------------------------------------------------------------------
*

Vase datové centrum

Application Server

=

. *
.......................................................................

Application Layer Attacks

+ Malé a pomalé, stealth utoky
» Zhrouceni aplikaénich server(

13




Arbor Edge Defense (AED)

Prvni a posledni linie inteligentni, automatizované obrany perimetru
Network Edge

Rest of Security Stack

PRVNi OBRANNA LINIE POSLEDNI OBRANNA LINIE

- PFichozi DDoS utoky » Zablokuje odchozi komunikaci od
. Nejen volumetrické ohrozenych internich hostu.

« Sondovani / pruzkumné / utoky hrubou silou . Nad ramec tradi¢éniho DDoS: AlF, 3rd Party loC O
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Uvedeni Arbor Edge Defense (AED)

Ochrana podnikového perimetru: Prvni a posledni linie inteligentni, automatizované, bezstavoveé,
perimetrické obrany. Poskytuje bezstavovou ochranu pred vyéerpanim stavu a aplikacni vrstvou
DDoS. Poskytuje viditelnost a kontrolu nad celym pripojenim k internetu a zaroven vyuZziva inteligenci
ATLAS pro pokrocilou ochranu pred kybernetickymi hrozbami.

« Viditelnost paketd na perimetru

* Inline a transparentni pro sit
Aplikace pro

@ . zakazniky
3

Arbor Edge
Defense

LB/IPS/WAF
(AED) Security Stack %

DMZ/Servers

 Monitorovani / detekce / ochrana v realném

case Internet
* Vyladéno pro podnikovou infrastrukturu

VPN/Firewall

* Profesionalni znalosti a zaméreni na
zakaznika a firemni infrastrukturu

Firemni zdroje

» Chrani dostupnost vSech podnikovych
sluzeb pred sofistikovanymi DDoS utoky

 Klicovy bod ochrany perimetru O
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Proc NETSCOUT ARBOR?

Lidr v oboru __ Objem internetoveho

4 produktlu a sluzeb C 1/3_/ == provozu monitorovaného
ochrany pred projektem ATLAS

‘ Jiz fadu let Arbor B
dodava inovativni (Lf ‘ HQ%*‘\ Global Threat Landscape
technologie a e Sr— "
produkty pro https://horizon.netscout.com 9
zabezpeceni a _ = G

viditelnost sité
‘ Arbor Networks je soucasti NETSCOUT od roku 2015.
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Kontakty pro vas

thein security

Oldrich Gosman

+420 731 241 074

Www.theinsecurity.eu

NETSCOUT

Guardians of the Connected World

A . |
w .
Alexander Tomik

+43 664 240 92 51

www.netscout.com
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The Rise of Server-Class Botnet Armies

RISE OF SERVER-CLASS
BOTNET ARMIES:

MERIS BOTNET

Méris Botnet Snapshot

First Seen:

June 2021

MERIS, DVINIS, AND GITMIRAL.

1800 8075
zn'zﬁta:ﬁng to more than
DDOS ATTACKS

Attack size as high as

337 GBPS

Current Active Node:
Peak Active Node
Attacks to Date:
Maximum Attack Siz
Average Attack Size: ~7 G

COPYRIGHT © 2022 NETSCOUT SYSTEMS, INC.
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DVINIS BOTNET

Dvinis Botnet Snapshot

First Seen

increased from

3500

when we Tirst started
tracking to more than

24,000 BOTS

Attack size as high as

Current Active Nod
Peak Active Nod
Attacks to Date: ~2¢
Maximum Attack S
Average Attack Size: -3

i

GITMIRAI BOTNET

GitMirai Botnet Snapshot

First Seen:

3 800 NODES

contributing to more than

16,000 BOTS

984 GBPS

Current Active Node:

Peak Active Nodes:

Attacks to Date: ~16

Maximum Attack Siz

Average Attack Size: ~5.4 Gbps
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Arbor Cloud DDoS Protection Servipes'
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Cyber Attack Threat Intelligence & Analysis


https://www.netscout.com/arbor-ddos
https://horizon.netscout.com/
https://www.netscout.com/threatreport
https://www.netscout.com/product/arbor-cloud
https://www.netscout.com/global-threat-intelligence

