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A smarter planet means
a brighter future.



Internet Security Systems

»Zalozena v r.1994, Gstredi USA Atlanta, akvizice ISS v roce
2006

» Orientovana &isté na bezpecénost, prukopnik a vedouci
spolecnost na trhu sitové bezpecnosti IDS/IPS systémy a
vulnerability skenovani (core produkty)
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Zranitelnosti na koncovych stanicich

Client-Side Public Exploits

» ZvySuje se dostupnost exploitd by Category
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~ Vice nez 80% verejnych exploitl je
vytvorena ve stejny den, kdy je
publikovana zranitelnost i
» Veétsina exploitl je smérovana vuci 40% T=
prohlizeCum a ne proti OS, jak tomu bylo \
minulosti.
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Problémem je efektivni ochrana prfed dnesnimi
komplexnimi hrozbami

Viry a Spyware
Malware

Issue of:
« Complexity, Scalability, Reporting
* No longer addresses complex security issues



Ochrana od Perimetru az po Desktop
Preventivni hloubkova ochrana
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ISS - Koncept rfizeni bezpecnosti

The Proventia® ESP — a framework for ISS’ products and services
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* Proventia Intrusion
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Metody detekce Skodlivych kodu/utoku

247

Vulnerabilities

i

Vulnerability Decodes
IBM 1SS Express Updates (XPL)

Exploit Payload Detection
IEM ISS Shellcode Heuristics (SCH)

Buffer Overflow Detection
IBM ISS Buffer Overflow Exploit Protection (BOEP)

Behavioral Analysis
IBM 1SS Virus Prevention System (VPS)

Protocol Analysis
IBM ISS Protocol Analysis Module (PAM)

Cumulative Vulnerabilities

1995

Years



NetFlow

> NetFlow je v sou¢asnosti nejrozSifenéjsi prumyslovy standard pro
mérfeni a monitorovani pocitacovych siti na zakladé IP tokd.
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Architektura Anomaly detection systemu

[T

IBM Proventia® Network Anomaly
Detection System (ADS) is a two-tier,

appliance-based system that: SiteProtector system

= Delivers industry-leading iga;;zﬂ%r
network behavior analysis to B> <
support network protection, "
regulatory compliance and \
network management =< Collector  Collector ST

= Incorporates global research to v AD3100  AD3300 v 8.
facilitate up-to-date network . " " Span Tap
protection and analysis with ! NetFlow *, p \‘\ T
Active Threat Feed and ATLAS ,‘ “\ & \ 2

global threat portal

= Complements existing security
and network protection
strategies by integrating with the

v MetFlow *,

IBM Internet Security Systems™  "hance Varkefing ._
protection platform Remote Office  Regional Data  Data Center
= Works with the IBM Proventia Center

Management SiteProtector™
system, which helps streamline
network management through
centralized command and
control
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Hlavni pfinosy anomaly detection systému

»Bezpe€nostni pfinosy

» Detekce Botnetu, Zero-day sitovych ¢ervi armies and phishing

» Ochrana pfed atoky z fad internich uzivatelt — detekce nezvyklych aktivit
» Moznost korelace s udalostmi z dalSich bezpec¢nostnich komponent

»Vysledovani nevhodného vyuzivani zdroju (Skype, YouTube, 2TP, atp.)

»DalSi pfinosy
» Monitoring vyuzivani zdroju
» Kapacitni planovani (trendovani, historické statistiky vyuziti aplikaci)

» Forenzni — (vysledovani pfi€in chyb, identifikace nedostate¢ného vykonu atp.)




Customizovatelny Reporting

NenyorK

specified timeframe

over the specified timeframe

Connection Analysis F
This component displays the SIP VOIP
response codes with the number of times
each code has been observed on the

Content Types

This component displays the different
cantent fypes with the numaber of requests
and number of bytes transferred for each

=

Historical URL Log

This component displays a paged view of
the URL log for the specified feap over the

=

Top Applications [+
This component displays the fop 10
applications by bytes in the entire sysfem

(= Traffic Graph
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= Top Servers [a] [x]
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= Top Clients a[v]
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= Top Connections (&) [¥]
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Proventia Network IPS

Zafizeni, které umoznuje ochranu pred utokem a Skodlivymi kody, které nejsou
odhalitelné standardnimi bezpec¢nostnimi mechanismy

DalSi vrstva ochrany vedle firewallu a antivirovych systému

V zavislosti na typu zapojeni funguje bud v IDS modu /detekce utoku a obsluha
rozhodu o nasledné akci/ nebo IPS modu — dochazi automaticky k zablokovani
utoku

Siroka skala modelu, které se liSi propustnosti, potem port(, latenci, redundancis..
3

Moznost dékodovat pfes 190 protokol& a datovych formatu

Press updaty 5’ .

Ochrana pfed znamymi i neznamymi Utoky. Reakce na atok: Block, )t
Ignore, Log Evidence, Email SNMP, User-Specified

Jednotny management pouzitelny nejen pro sitove IPS, ale i vulnera
host IPS pro servery a desktopy a dal3i ISS produkty.



Proventia Network IPS

Model GXa0n? GX4002 GX4004 | GRE008 GXa108 L2000 GAG116
Protected Throughput 10 Mbps 200 Mk ps 200 Mbps |00 Mbps (1.2 Ghps 2 Ghps |6 Gbos
Protected Segments 1 1 ? {4 1 1 ]

THROUGHPUT

PORT DENSITY

Better Protection Lower Cost

* Protect each segment of » Fewer Resources for a Single Management
the network System to handle all devices

» Consistent Naming for Attacks ¢ Automation (Updates, Trust X-Force)

» Simple Reporting — 1 System * Single Reporting System

» Automated Updates — XPU’s * Single process to manage security alerts

EZ Implementation

» Same GUI throughout

* Single System to Manage

* Deployment Services

* Managed Security Services
* Certified Technical Support
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Internet/Enterprise Scanner

Vyhledavani a klasifikace zranitelnosti uvnitr Sité

Moznost planovani automatizovanych skend a pravidelného reportingu
Vizualizace prostrednictvim centralni spravy SiteProtector

Moznost nastaveni workflow pro odstranéni zranitelnosti

ES1500 umoznuje skenovat az 5 segmentu sité souc¢asné s ruznou politikou

Existuje v SW varianté ,Internet Scanner” i jako specializovana
appliance,EnterpriseScanner

s



Serverova ochrana

Proventia Server for Windows/Linux

RealSecure Server Sensor

¢
&

Supports Windows and Unix platforms (AlIX, HP-UX and So e

Ochrana serveru pred znamymi i neznamymi Gtoky
Moznost kotroly Sifrovaného SSL spojeni
Ochrana pred Buffer overflow Gtoky

Rizeni pFistupu k serveru dle nastavené politiky, moZnost
vynuceni politiky

Personalni firewall, kontrola spousténych aplikaci
Kontrola integrity registra, souboru, auditovani OS

Logovani podezrelych aktivit a kontrola shody s nastavenou
politikou

redhat

wp-cohi Y ML LinuxA\
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SuSE



http://www.cad-exchange.com/view_category.asp?cat=34
http://www.cad-exchange.com/view_category.asp?cat=33
http://www.cad-exchange.com/view_category.asp?cat=36
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Prehled funkcionalit centralni spravy

!

Broad Agent Support Command and Control

™ All ISS agents and appliances

Asset Management
= Discovery

® Clarification

= |nventory S~
™ Ownership = S e '

® Policy Management
® Product, Content Updates
= Content Updates

.~ ™ Central, Agent Responses

Track
Improvements
to Operational
Security

Enforce Segregation

~, 0f Duties
! | ™ Default, Custom Roles
e~ W Granular Permissions
= Multiple Consoles

SiteProtector |
— __~ Event Analysis
# Real-time Monitoring

Reporting
® Asset, Audit, Attack

Activity, Management,
Permissions, and Ticketing
Categories and more

® Convert Data into
Actionable Steps

Workflow and Ticketing

® Track Yulnerability Remediation
= Facilitate & Document Incident Response




SiteProtector SP 1001 Management Appliance

» Pfipraveno k nasazeni do stavajici infrastruktury, bez nutnosti pofizovat
dalsi HW,SW

» HW specifikace: 2U rack, CPU Dual Xeon 2.8 GHz, RAM 4 GB, Disk Space
Dual 74 GB

» Windows Server 2003, Database SQL Server 2005, Quarterly OS Security
Updates, Server protection Proventia Server for Windows

» Umoziuje zpracovani az 1mil. Udalosti za den

» Robustni centralni sprava, ktera umoznuje dohled a spravu vSech ISS
produktl
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Security Company
Of The Year
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Gartner.
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Leader
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