TippingPoint
IDS vs IPS...

... henechte muze zemrit !

Miroslav Knapovsky — 3Com senior systems engineer EMEA
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IDS proti IPS TippingPoint
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IDS IPS

APasivni monitorovani J Preventivni ochrana

Segment A i Segment A
g ASpousta logt 9 Zvysuje bezpec€nost

bez vlivu na korektni aplikace

ALidsky faktor

,/ Cenové efektivni oproti nakladtim
IPS s ,

na obnovu a moznému vypadku .
Minimalizuje rizika.

Dava administratoram ¢as
K distribuci bezpec¢nostnich a
opravnych bali¢ka.

IDS

AVysoké naklady na provoz
J Nizké TCO
IPS

Dobré feSeni pro auditing,
Segment B nikoliv pro reéalny Zivot

Segment B




TippingPoint

IPS proti IDS

Nebo ... jak zachranit vSechny muze bez omylu.
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Problém.

» Jedna se o ryghles
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TippingPoint

a vakcinact mate hodin.




Jak budete pri rozliSovani postupovat? TippingPoint

 Podle jména ¢i pfijmeni?

 Podle délky viasu?

 Podle obleéeni, nausSnic, prstynku?

 Podle make-up?

 Podle tetovani?

 Podle anatomie (Jsou ty prsa muzska nebo zenska © )?
 ...7
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... Pamatujte — zadné omyly, nebo zena TippingPoint
zemre. Tak kdo to vliastne je...




Reseni ? TippingPoint

« Cim vice se budete ptat, tim déle rozbor zabere. TakZe
vam muze dojit éas. Nevakcinovani muzi zemfiou.

e Muzete omezit mnozstvi otazek? Méneé dotazu =

rychlejSi analyza pohlavi.
o ...Aletaké vice omyla a vice lidi zemfe — obou pohlavi.

« Cozje mimodék bézny pristup u vétSiny vyrobcu IPS.

 Pokud budete pracovat se statistikou, nevypada to

Zle...
— Néktefi muzi samozrejmé zemrou, ale zachranite 95%

??7? Ale existuje moznost, Zze na nevakcinovanych muzich
virus zmutuje a napadne i ostatni vakcinovane.



...Pokud by jste je jiz nevidéli drive TippingPoint

 Nechali by jste je zemfFit?




Jak tento problém efektivné vyFesit? TippingPoint

o Jak tento problém vyfreSit s minimalizovanim mozného

omylu?

— Vice specializovanych doktoru. (ASIC, FPGA, Paralelni
zpracovani!)

— Zakladni kontrola je snadna, ale s nékterymi lidmi je tfeba
stravit vice éasu.

— Vlozit vice do vyvoje efektivnéjSi kontroly

= pfijit na rychly a efektivni zpasob rozpoznani Y genu v

chromozonu rozborem dotyku prstu.

« 100% jistota. Zadna fale3na pozitiva (nebo negativa)
 Tak jako Tipping Point IPS.



TippingPoint IPS TippingPoint

 Rozdilny pristup k IPS architekture

 Minimalni éas nainstalaci.
— Neni komplikovane.

— Nepotrebuje tydny na ladéni...vlastné neni tfeba ladit
vubec.

— Zadné uéici se mody.

— Z&dné zpozdéni. Nezpomaluje aplikace.
« Zadna faledna pozitiva! ( Boy George piezije taky!)
 Nevyzaduje tym odborniku ke sprave.
o 38% podil natrhu.



Flexibilni reSeni od centra siteé az k hraniénim  1j5p,nopont
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TippingPoint Unity-One IPS TippingPoint

Segment 1 — Segment 1 —
Ethernet port A Ethernet port B

LCD Out-of-Band Management

Console Port (DB9) 10/100 Ethernet Port

(115,200 BPS, 8, N, and 1)
Null Modem Cable



Popis TippingPoint technologie

PROTECTS...

* Microsoft Applications &
Operating Systems

* Oracle Applications

inux O/S
IP

PROTECTS...

* Routers (e.g. Cisco 10S)
* Switches

* Firewalls (e.g. Netscreen,

CheckPoint FW1)
'oIP

PROTECTS...

 Bandwidth
* Server Capacity
issions-Critical Traffic

FROM..

» Worms/Walk-in Worms
* Viruses, Trojans

» DDoS Attacks

* Internal Attacks

* Unauthorized Access

* Spyware

FROM..

* Worms/Walk-in Worms
* Viruses, Trojans

» DDoS Attacks

* SYN Floods

« Traffic Anomalies

FROM..

* Peer-to-Peer Apps

* Unauthorized IM & other Apps

« DDoS Attacks rol

In-Iinégﬁ&sﬁ;ﬂbuﬁia@tjé&; Vergreen

Attack Prevention

TippingPoint

TippingPoint

Intrusion Prevention
Systems

Infrastructure |
Protection



Centralni sprava, distribuované nasazeni TippingPoint

e Snadna instalace
Central Management Console

* VSI’] ,ad na * At-a-glance Dashboard
Skalovatelnost a * Advanced Policy Definition
. » Device Config & Monitoring
O(,jO Inost P roti » Advanced Forensic Analysis
vypadku * Automatic Reporting
 Vysoka dostupnost
« Distribuce politik Multiple Consoles Per SMS ESECE BSRCE NESCR) HSSCRE
» Tunable Account Permissions |
— Na segment
— Na virtualni
segment Simple To Use Appliance

* Enterprise-wide Management

— Na skupiny zafizeni

Manage Multiple Units

* Policies by Segment,
VLAN, Direction and others




Digital Vaccine® — Rychlost pokryti

2008 Microsoft Vulnerability Coverage

Total Vulnerabilties Coverad out of 75

Ll g & i ry B

McAfee

Cisco Srariug

Unparalleled Security Coverage

o Greatest number of vulnerabilities covered
» Fastest to protect customers

 Leader in Microsoft coverage

e TP Research Team + ZDI = Best of Breed
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The Usual Gartner.....- 2005 & 2006 TippingPoint

challengers leaders challengers leaders
—— sk ~ -~ ! ~
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ACam (TipplingPaoint)
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é Check Paint Softwars Technologies — Juniper Networks ) Juniper Networks
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Source: Gartner (December 2006)



Gartner Magic Quadrant for Network Intrusion TippingPoint
Prevention System Appliances, 1HO8

challengers leaders : «  “This Magic Quadrant graphic was
published by Gartner, Inc. as part of a
larger research note and should be
evaluated in the context of the entire report.
The Gartner report is available upon
TippingPoin request from TippingPoint.”

IBM Sourcefire
| McAfea

Cisco

* Magic Quadrant Disclaimer
The Magic Quadrant is copyrighted
Juniper Networks February 14, 2008 by Gartner, Inc. and is
reused with permission. The Magic
Top Layer Natworks Quadrant is a graphical repreggntgtion of a
: : Reflex Sacurity marketplace at and for a specific time
DpeplVines Technologles : period. It depicts Gartner’s analysis of how
NitroSecurity certain vendors measure against criteria for
Radware StillSae that marketplace, as defined by Gartner.
iliSacure
Gartner does not endorse any vendor,
Enterasys Networks product or service depicted in the Magic
Quadrant, and does not advise technology
users to select only those vendors placed
Check Point Software Technplogies in the “Leaders” quadrant. The Magic
Quadrant is intended solely as a research
niche players visionaries tool, and is not meant to be a specific guide
to action. Gartner disclaims all warranties,
{ completeness of vision | g express or implied, with respect to this
research, including any warranties of
merchantability or fitness for a particular
Source: Gartner (February 2008) purpose.

by execut

ability

As of February 2008

The “Magic Quadrant for Network Intrusion Prevention System Appliances, 1H05” was authored by Greg Young and John Pescatore February 14, 2008.



TippingPoint’s Blue Chip Customer Base TippingPoint

« 3,200+ customers worldwide, across every major industry and geography
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http://www.lanl.gov/worldview/
http://www.uwhealth.org/servlet/Satellite?cid=1054320531956&pagename=UWH%252FHome
http://www.ing.com/
http://my.countrywide.com/Default.aspx
http://www.uth.tmc.edu/
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TippingPoint’s Blue Chip Customer Base, Cont. TippingPoint

« 3,200+ customers worldwide, across every major industry and geography
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http://www.sempra.com/index.htm

TippingPoint

Dékuji za pozornost

Miroslav Knapovsky@3com.com




	IDS vs IPS…
	IDS proti IPS
	IPS proti IDS
	Problém
	Problém.
	Snímek číslo 7
	Jak budete při rozlišování postupovat?
	… Pamatujte – žádné omyly, nebo žena zemře.  Tak kdo to vlastně je…
	Řešení ?
	…Pokud by jste je již neviděli dříve
	Jak tento problém efektivně vyřešit?
	TippingPoint IPS	
	Flexibilní řešení od centra sítě až k hraničním uzlům
	TippingPoint Unity-One IPS
	Popis TippingPoint technologie
	Centrální správa, distribuované nasazení
	Digital Vaccine® – Rychlost pokrytí
	The Usual Gartner.....- 2005 & 2006
	Gartner Magic Quadrant for Network Intrusion Prevention System Appliances, 1H08
	TippingPoint’s Blue Chip Customer Base
	TippingPoint’s Blue Chip Customer Base, Cont.
	Děkuji za pozornost

