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Electronic Signature in the E.U. and the Czech Republic

Vladimír Smejkal, sworn expert

Basic Requirements for Legislation Relating to Electronic Communication
There exists a number of economic, social and political trends, readily apparent in advanced countries, such as: the provision of information to citizens on the functioning of public administration and self-government, the citizens’ most direct (simplest) participation in the democratic political system, shifting of the performance of occupational activities to residences (homeworking), replacement of written documentation and written communication by their electronic form, trade in information rather than in material things, electronic trading etc. Most of these terms and trends appeared in connection with the transition from the post-industrial type of society to information society.

One of the most frequently used present-day terms is electronic trading in which enormous interest exists on the part of entrepreneurs who are setting up various e-businesses, e‑cities and e-banks, just as among investors whose optimistic expectations are reflected in rather overheated increases in stock prices, in particular of the stocks of American Internet companies. Equally expectant are users whom however, are coping with difficulties caused by failures of operating systems and software full of faults. It is not possible to speak so far of a full development of electronic trade, especially not of full-fledged trade in both directions (from the customer to the seller, and vice versa), which would be more than ersatz mail-order trade. The situation is similar in other e-activities, for example in communication between citizens and public administration bodies, i.e. in the so-called e-government. What are the reasons for this? There are primarily two: 1. vague legislation in regard to electronic communication; 2. insufficiently guaranteed security of electronic communication. I will deal with the former in this article.

It is possible to take as an example the situation in this country where electronic trade
 can be conducted already today, under certain conditions. The following premises
 can be proceeded from:

Incontestability of signature and its recognition can be secured in relations under civil law (and thus also in business relations) by agreements between the contracting parties, in accordance with the provisions of § 2 section 3 of the Civil Code.
 In creating an information system involving use of new technologies, we should be guided by the principle of contractual freedom, which generally applies to private-law provisions. Parties can regulate their mutual relations according to their requirements, in agreement with their consonant will. Provided that the condition of identification and authentication is met, electronic transaction (for example in the Internet medium) can be carried out so as to meet the conditions of the provisions of § 40, section 4 of the Civil Code, in particular “…designation of the person who made a legal act“. In my view, a solution can be also found in the area of public law, wherever the term “hand-written signature” is used, and for the time being not the term “officially authenticated signature” which requires authentication within the so-called legalisation– see below.

The requirement of identification
 and authentication
 arose at the same moment when a legal act as was recorded on a recording medium. Ultimately, legal provisions and practice adopted certain generally recognised modes and forms of such designation and authentication in cases that an act is made on paper. Identification is most frequently by hand‑written signature (autograph) to which certain personal data are appended (e.g. name, surname, personal identification number or function), authentication is usually by legalisation (meaning establishment of legal validity) by a notary public or the appropriate public administration authority.

However, as soon as the term “document” is considered in another than the classical written form
, it is obvious that the traditional instruments are not sufficient. It is possible to effect digitalisation of a written document (store it as an image, i.e. as a facsimile) including the signature which is part of the document. Then the questioned genuineness of signature can be proved in a variety of ways, such as by attestation, expert certification etc. The same applies to signatures on paper documents. Doubts can be also expressed whether during the course of digitalisation, the content of the document has not been changed in other words, the signature can be recognised as genuine but it can be questioned whether the digitised form of the content of the document does not differ from that which was originally identified and authenticated. It would probably be also possible to provide such proof.
 When a document is created directly by computer technology means, i.e. not as a digital facsimile but directly as digital recording of the content of the document (conversion of text into electronic form as a sequence of individual codes–capable of further processing on a normal text editor), the situation is even more complex. The sequence of digital codes can be altered even more easily anywhere during the processing–as bank frauds by computer exemplify. We thus need something that will meet not only the requirements of identification and authentication of the signed person but will also verify the content of the entire document.

International and Czech activities

In substance, there are two legislative possibilities: I. to pass a special law–e.g. on electronic trade; II. to incorporate a provision on electronic signature in Czech law. In both cases, the aim is the same, for all practical purposes: to give documents and signatures on paper and in electronic form equal validity.

The first possibility is based on the Model Law on Electronic Trade of the United Nations Commission on International Trade Law–UNCITRAL.
 It is a very general draft which is to serve all countries that need modernisation of their legislation in keeping with technological progress. The general character of the recommended model which is the outcome of numerous compromises typical for U.N. documents obviously still impedes its incorporation in the laws of the member countries.

The second possibility which does not place such great demands on the legislative process but would create sufficient conditions for electronic trade as well as for communication in the area of public law is the introduction of provisions for electronic signature in Czech legislation.

In advanced countries, attention has been given to digital signature
 and at present to the more general electronic signature
 for decades. In 1998, UNCITRAL prepared a draft of unified rules for electronic signatures , and in the same year, the first Draft Directive of the European Parliament and the Council for a System of Electronic Signatures /COM/98/297/
 was created. Then came a number of changes in the concept of signatures on the part of UNCITRAL
, which alter the original, greatly technology-dependent concept of electronic signatures (in substance merely on the basis of digital signatures) into a considerably general concept making also possible uses of other technologies, and subsequent documents.
 Work thus continued, more or less in parallel, within UNCITRAL
, E.U. and in the Czech Republic, and yielded so far two results:
· In December 1999, Directive of the European Parliament and Council 1999/93/ES of December 13, 1999, in regard to the principles for electronic signatures, was approved;

· earlier, on November 8, 1999, a draft law on electronic signature as an initiative of the deputy chairmen of all democratic political parties was submitted to the Parliament of the Czech Republic.

The law defines the terms, procedures and parties bound by the law, participating in the creation, use and authentication of electronic signatures and guaranteed electronic signatures, as means making possible uses of electronic documents (data messages) in a way which is in accordance with generally binding legal norms. For this reason, the existing text of the provision of § 40, section 3 of the Civil Code was supplemented by the provision according to which a data message (i.e. an electronic document) can be signed electronically in accordance with special regulations, i.e. the submitted draft law. It also provides for the creation of a state administration authority which will supervise verifiers of information–Bureau for Electronic Signatures, as a department of the Ministry of Transport and Telecommunications of the Czech Republic.

The authors of the law endeavoured to make it as general as possible and least technology-dependent, because otherwise it would be necessary to amend it in keeping with every new change in technology. The draft law had been continually consulted with representatives of the European Communities and UNCITRAL, and conforms to the positions of both international institutions.

Hardly any purely technological legal norm drew such attention as the law on electronic signature. It came into existence as an initiative of members of parliament at a time when the Czech government, or rather the governmental Office for the State Information System (Úřad pro státní informační systém – ÚSIS) failed to submit it, and was at first rejected by the government. Later, agreement was reached between the government and members of parliament, and the draft law was passed at the first reading in the Chamber of Deputies by a large majority. At present, its text is being amended in conformity with the E.U. Directive that was meanwhile approved, and is being readied for discussion in the Economic Committee of the Czech Parliament.

What is an “electronic signature”?

The revolutionary change rests in the substitution of signature of an electronic document for the classical signature on paper, with simultaneous enhancement of the security of the entire signing operation. However, this enhancement depends on the use of the so-called guaranteed electronic signature in combination with the so-called qualified certification, which is the most demanding combination of all possible kinds of electronic signing. And of course, this mode of signing must have support in the law referred to above.

There exist two degrees of electronic signature: “ordinary” and “guaranteed“. Ordinary electronic signatures are used today, for example, in banking transactions in which a signature on paper is compared with a specimen signature, scanned and stored in computer memory. However, such comparison is only visual, and since a factor is the momentary condition of the person signing his name, much depends on the ability of the bank’s officer to detect a forgery. The process is thus purely subjective.

On the contrary, the so-called guaranteed electronic signature introduces an entirely new quality into the signing procedure, in the form of data appended to the contents of the electronic document. They are created by a special process, most frequently involving the use or cryptography, encryption. Such a signature provides a number of functions which can never be achieved on paper: 1. it identifies the originator of the signature (which means that the recipient knows with certainty who the author or sender is of the electronic message), 2. it guarantees integrity of the message (the recipient is assured that the message has not been altered), and 3. it guarantees incontestability (the author cannot deny that he has created a specific message with a specific content), above all for the reason that 4. the message has been created by means which the signing person can have under his exclusive control.

In practically exclusive use today is the method of digital signing involving use of the existence of two keys belonging to the signing person: private and public. In future, however, guaranteed economic signature can rely, for example, on images of the iris, DNA codes, etc.

How can we sign our name electronically?

We insert the message which is to be signed into the signing device–obviously a computer program. In the document, the program “counts” by means of a secret information (our private key) a certain number (in fact it is a longer sequence of letters and digits), which it adds to the message as a digital signature. The message signed in this way can be stored on a diskette or sent to the recipient by e-mail. To our orivate key, there exists a unique second key–the so-called public key. Whoever has our public key at his disposal can use it (by inserting it into the computer together with the document he has received) in order to verify whether we are actually the author of the message, and whether the message has not be altered after dispatching.

The recipient can get the public key from us in two ways: personally (on a diskette), or the key is somewhere publicly available, with an indication to whom its belongs - usually on the Internet. In such a case, of course, the recipient cannot always be sure that who is designated on the Internet as the owner of the public key is actually the owner. We can find there alleged public keys of Bill Gates or of cartoon characters. We thus need a trustworthy third party that provides guarantee to the recipient that the public key actually belongs to the indicated owner.

The owner’s association with his public key is guaranteed by certification. A trustworthy third party guarantees by certification that the public key in question really belongs to the person that is designated as its owner. Certification is public, and can be made available to anyone with whom the person concerned intends to communicate and use a guaranteed electronic signature for the purpose. (There can even exist several certifications when a person has a number of keys, for a variety of occasions: one as a private individual, one as a statutory representative of a firm, one as a member of a club etc.) Certification is also an electronic document which, if it is to serve its purpose, must be electronically signed by a trustworthy third party–the so-called verifier of information. The E.U. Directive has introduced two types of certifications: “ordinary” and “qualified“, and the guarantees that the use of a guaranteed electronic signature gives us are valid only when a qualified certification is issued.

Why is a guaranteed electronic signature safe? Its high safety stems from the safety of the used signing and verifying method; it is today said to be 99.9999…%; it also relies on the trustworthiness of the verifier of information, in particular on how responsibly he verifies the genuineness of the relationship between the public key and its owner; on the reliability of the authorised person, i.e. on how he keeps his private key (= signing data) secret. Since the guaranteed electronic signature is linked to a specific natural person, it can be assumed that everyone will safeguard his private key like “the apple of his eye“, just as the PIN for his ATM card; otherwise he would bear the consequences of misuse of his signature.

Uses of electronic signature

Electronic signature can be used wherever hand-written signature is required today. All documents in paper form can be transformed into electronic documents, and all signatures can be transformed into their electronic form. It is thus possible to append and to verify signatures incomparably faster and more effectively; it is even possible to sign something to which a hand-written signature can be appended only with great difficulty: diskette contents, photographs, accesses to databases etc. The guaranteed electronic signature can introduce entirely new procedures in public administration in which it is realistic to expect parallel possibilities in contacts between citizens and “the authorities” by electronic mail (from home or from the so-called Internet kiosks). It is thus possible to envisage, for example, filing of tax returns in this way, deregistration of motor vehicles, or mailing of other official documents. Whereas Internet users and merchants look forward to the use of electronic signatures, there is apprehension in some quarters of the bureaucracy which will lose its most beloved instrument - paper; the lines of petitioners at the doors of offices will disappear, and - let’s say it openly - also the practice of bribery will cease to exist because a bottle or a banknote is difficult to slip to an official by e-mail.

Let us hope, then, that the bill will pass the required second and third readings, and that it will also meet with favourable response in the Senate.
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� Vide Smejkal, V.: Internet@§§§. Grada, Prague 1999.


� Vide Smejkal, V., Sokol, T.: Podpisy na papíru a digitální podpisy (Signatures on Paper and Digital Signatures). CHIP No. 12/1996.


� Law No. 40/1964, Civil Code, as amended later.


� designation of a person that made an expression of will


� verification of identity of a person


� The laws of many countries, including the Czech Republic, permit today to make out documents in their original form in other ways than in the form of written documents, in particularly by means of computers; for details, see Mates P., Smejkal, V.: Dokumenty budoucnosti (Documents of the Future), Data Security Management, II., No. 5, 1998, pp. 34 seqq.


� Vide Smejkal, V.: Internet @§§§, Prague 1999, p. 111


� Vide Smejkal, V., Mates, P.: Internet - Vzorový zákon UNCITRAL (Internet - Model Law UNCITRAL). Právní rádce, VII., No. 11/1999, p. 16


� An example can be the German law which also contains provisions for digital signature and certification authorities (Law on Information and Communication Services - Informations- und Komunikationsdienstgesetz)


� I am using here the term “electronic signature” instead of the original “digital signature“, because UNCITRAL and subsequently also the European Union changed last year their approach towards less technology-dependent legal norms, and introduced the more general term “electronic signature” which can be in principle realized by any technology - from scanned signature on paper to digital signature involving cryptographic methods.


� It was preceded by the European Commission communication European Framework for Digital Signatures and Encryption COM/97/503 of 1997. In Germany, a law on information and communication services was passed in 1997, Article 3 of which contains provisions for digital signatures.


� In particular, UNCITRAL document Ref.No. A/CN.9/WG.IV/WP.80 prepared in 1999


� UNCITRAL documents Ref.No. A/CN.9/WG.IV/WP.81 and WP.82, Vienna 1999


� The results of the deliberations of the UNCITRAL working group for electronic signature, the last session of which was held in Vienna in 1999, are still not concrete.
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