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Předvádějící
Poznámky prezentace
Otazky JT

Zaradi ASA SM?

Vyjasnit, jak vse slape spolu, omezeni, sw

Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 



ASA 9.0 – zari rijen

  SXP, routing do kontexu, multichassis cluste, IPv6, SGTFW
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Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 



ASA 9.0 – zari rijen

  SXP, routing do kontexu, multichassis cluste, IPv6, SGTFW



3.1

   


IT prostredi se meni...
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Předvádějící
Poznámky prezentace
Chodíme do práce

Vzdálený přístup z firemních zařízení

Vzdálený přístup z vlastních zařízení => MDM 

  Hesla

  Šifrování – zařízení, média

  Vzdálená správa – označ, zamkni, vymaž, instaluj

Široký přístup ke službám

Virtuální firma – B2B

  




BYOD = Bring Your Own Device

Prines si Své Vlastni Zarizeni

Cisco Public


Předvádějící
Poznámky prezentace










	


Nova ocekavani uzivatell

Vyvoj pozadavkl na pracovni prostredi

NARUST POCTU ZARIZENI

Kazda osoba bude mit
DR prumérné 3-4 zafizeni

Do roku 2015 bude ' pfipojovana do sité

do sité pfipojeno 15

miliard zafizeni

40% zaméstnancu bude nosit
EVE Z‘EFIZEHI do pl’ECE
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'NARUST PC | NOVA GENERACE

ZARIZENI CPRACOVNIK® VIRTUALIZACE




Nova oCekavani uzivatell

Vyvoj poZzadavku na pracovni prostredi

NOVA GENERACE
PRACOVNIKu
Kot i . Lidé jsou ochotni si nechat 70% procent koncovych
Prace” jiz neoznacuje oy ., .. o wi o
; . snizit plat, budou-li mit uzivatelu priznava, ze
misto, kde se pracuje . . . . e ,
moznost pracovat z domova obcas porusuje firemni IT

politiku za ucCelem
noduseni svych aktivit

Odkudkoliv, kdykoliv, z jakéhokoliv zai‘izergjed
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Nova ocekavani uzivatell

Vyvoj poZzadavku na pracovni prostredi

VIRTUALIZACE

“60% serveru bude do konce
2013 virtualizovano”

“20% profesionalnich PC bude do
konce roku 2013 provozovano jako
virtualni desktop.”

Rozvoj datacenter, aplikace se stavaji
objekty migrujicimi skrze sit

NOVA GENERACE
PRACOVNIK

NARGST POCTC
ZARIZENI

VIRTUALIZACE
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Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 
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Dusledky BYOD

Noveé naroky na IT

 Jak eliminuiji risk vyplyvajici z pfipojeni
soukromého uzivatelskeho zarizeni?

» Jak zajistim konzistentni uzivatelske
prostfedi na vSech zafizenich?

» Jak implementuji bezpecnostni politiku v
zavislosti na identité uzivatele a zafizeni?

* Pro co a jak budu zajistovat podporu?

OO I
Narust poctu zarizeni



Dusledky BYOD

Noveé naroky na IT

f% * Nebranim svym zaméstnancim ve
ey zdravé soutézivosti?

* Udrzim nejtalentovanéjsi zamestnance?

* Jak zajistim splnéni firemnich
predpisu?

* Zajistuji dostatecné podminky pro
kontraktory, partnery a hosty?

Nova generace pracovniku



Dusledky BYOD

Noveé naroky na IT

?% » Jak se dozvim, kdo pfistupuje k mnou
< 4 spravovanym virtualnim desktopim?

 Jak Skalovatelnym zpusobem
zajistim svym uzivatelum pfistup k
datum v cloudu?

* Mohu zajistit pinéni politik nezavisle
na fyzickém umisteni?

Virtualizace



Oblasti reseni komunikacCni bezpecnosti
BYOD souvisi se vSim

Dynamické prostredi . _ _
siti organizaci - Utoky, malware Virtualizace



Předvádějící
Poznámky prezentace
!! Sjednotit access a mobilitu, viz dale


Typické zpusoby nasazeni BYOD

Restriktivni Zakladni Rozsifené PIné

Siroka podpora aplikaci,
nové sluzby, plna kontrola

Prostredi vyzadujici Zakladni sluzby a Ruznorodé aplikace,
prisnou kontrolu jednoduchy pristup bezpecéna aktivace sluzeb

Pouze firemni zarizeni Vice typu zarizeni, Vice typu zarizeni a Vice typt zafizeni MDM

Viyroba pouze internet pristupovych metod, VDI
Citlivé obchodovani Vzdélavaci instituce Zdravotnictvi
Klasifikované sité statni Verejné instituce Podniky se zajmem o BYOD
spravy Jednoduchy pfistup pro Podpora kontraktor(
Tradiéni podniky hosty

Inovativni firmy
Retail on Demand

Podpora mobilniho prodeje
(Video, Collaboration, etc.)
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Předvádějící
Poznámky prezentace
Business continuity planning and disaster recovery 

Should noncorporate devices be granted access or restricted from business continuity planning? Should there be an ability to remotely wipe any end device accessing the network if it is lost or stolen? 

Host management (patching) 

Will noncorporate devices be permitted to join existing corporate host-management streams? 

Client configuration management and device security validation 

How will device compliance to security protocols be validated and kept up to date? 

Remote-access strategies 

Who should be entitled to what services and platforms on which devices?�Should a contingent worker be given the same entitlement to end devices, applications, and data? 

Software licensing 

Should policy change to permit installation of corporate-licensed software on noncorporate devices?�Do existing software agreements account for users accessing the same software application through multiple devices? 

Encryption requirements 

Should noncorporate devices comply with existing disk-encryption requirements? 

Authentication and authorization 

Will noncorporate devices be expected or permitted to join existing Microsoft Active Directory models? 

Regulatory compliance management 

What will organizational policy be on the use of noncorporate devices in high-compliance or high-risk scenarios? 

Accident management and investigations 

How will corporate IT security and privacy manage incidents and investigations with noncorporate-owned devices? 

Application interoperability 

How will the organization handle application interoperability testing with noncorporate devices? 

Asset management 

Does the organization need to change how it identifies the devices it owns to also identify what it does not own? 

Support 

What will the organization’s policies be for providing support to noncorporate-owned devices? 





Do I have the WLAN capacity and reliability to support an increased number of mobile devices and future applications?

How do I enforce security policies on noncompliant devices?

How do I grant different levels of access to protect my network?

How do I help ensure data loss prevention on devices for which I do not have visibility?

How do I mitigate emerging threats targeted �at mobile devices?

How do I monitor and troubleshoot user and �client connectivity problems on my access �(wired and wireless) network?

Is my network capable of delivering the scalability and performance required to achieve the benefits �of a BYOD strategy?






Agenda

- Uvod
« Dusledky BYOD pro IT
- Cisco reseni pro BYOD

e Zaver


Předvádějící
Poznámky prezentace
Otazky JT

Zaradi ASA SM?

Vyjasnit, jak vse slape spolu, omezeni, sw

Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 



ASA 9.0 – zari rijen

  SXP, routing do kontexu, multichassis cluste, IPv6, SGTFW
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()

Cisco reseni kontextoveé bezpecnosti

Dynamické prostredi e , : :
siti organizaci Vzdaleny pristup Utoky, malware Virtualizace

Bezpecny pristup BezpecCna mobilita Sit a hranice sité Bezpecna datova
a jednotna pravidla centra a cloud

ISE VPN  ASA ISE MACSec ScanSafe \op Router o VPN AsA
MACSec  Sit  AnyConnect VPN  AnyConnect WSA ASA IPS ESA Nexus 1000V VSG

Cisco SecureX

V kontextu je sila

ISSS 2013 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public


Předvádějící
Poznámky prezentace
!! Sjednotit access a mobilitu, viz dale


®)
Bezpecny pristup

Kavarna
Kancelar 5

ULOHA

Pristup podle zafizeni, Prosazeni pravidel od Zajisténi dlivérnosti
totoznosti a role koncoveého zafizeni az po v celé siti

P¥istup pro hosty datové centrum



Předvádějící
Poznámky prezentace
A recent Cisco Connected World Report shows that employees expect to have more flexible work options. For many, such flexibility is even more important than salary. IDC predicts that in 2012, the number of mobile devices is likely to reach 462 million, exceeding PC shipments.��Such increased access methods and devices present major challenges for many organizations. They need to maintain a high level of security while supporting productivity and work flexibility.

Issues around these devices include: 

Making sure that users and devices are healthy

Ensuring that devices are connected securely to services

Ensuring that devices and users only have access to network resources appropriate to a number of context-based decisions, such as the user’s role, the kind of device being used, where is it located, what time is it, what sort of connection is being used, etc.

The ability to provide consistent policy for any user or device, from the most remote endpoint, across the network, to the center of the data center.

The ability to determine, based on policy, when and if data ought to be secured, and then being able to dynamically enforce data encryption. 



Challenges for IT Organizations 

Providing Device Choice and Support 

Maintaining Secure Access to the Corporate Network 

Protecting Data and Loss Prevention 

Potential for New Attack Vectors 


B
Cisco reseni: TrustSec technologie

Virtualni stroje v DC “.

MACSec —
R

| e——

y g i
all cE

Bl

Datové centrum "\

A

= t
CISCO RESENI

Konzistentni pravidla Distribuce pravidel a informaci Bezpecnosti znacky
pracujici s identitou - od do sité (Security Group Tagging )
libovolnych zafizeni po pro pruzné prosazeni

datova centra kontextovych pravidel


Předvádějící
Poznámky prezentace
IT má právo mít mobilní zařízení pod kontrolou :

 Passwords

• Data encryption (including device and removable media encryption)

• Remote management options that allow IT to remotely lock or wipe a device if it is lost, stolen, or otherwise compromised, or if the employee is terminated



The Cisco AnyConnect Secure Mobility Solution provides a comprehensive, highly secure enterprise mobility solution. The Cisco AnyConnect client, which is a piece of software running on mobile devices such as laptops or smart phones, is industry’s only unified client. The latest version, 3.0, supports the following security capabilities:

SSL VPN and IPSec VPN

802.1X authentication

MACsec encryption

Wireless connection, authentication and encryption

Cisco ScanSafe Integration

The Cisco AnyConnect client works with Cisco ASA, Cisco Identity Services Engine and additional Cisco security devices to deliver the following secure mobility solution offers:�- Security policy enforcement that is context-aware, comprehensive, and preemptive. �- Connectivity that is intelligent, simple, and always on. �- Highly secure mobility across the rapidly increasing number of managed and unmanaged mobile devices.

automatically creates an SSL VPN, IPSec VPN, or MACsec encrypted tunnel

Catalyst Switch: Cisco TrustSec tags data with access policy, inspects MACsec encrypted traffic, assesses the health of the endpoint device, and provides role-based access

Cisco ASA: Cisco ASA terminates SSL or IPSec VPN tunnel, provides traffic protection

Cisco ISE: Cisco ISE provides role-based access policy and AAA (Authentication, Authorization, and Accounting) services

Nexus Switch: Cisco TrustSec inspects MACsec encrypted traffic, reads data policy tags, and enforces access policy




B

Soucasti reSeni TrustSec

Sprava pravidel 72\
Distribuce pravidel ’@

|dentity Services Engine (ISE)
Identity Access Policy System

Prosazovani e = _ @ (%,
pravidel o oo

v siti Catalyst a Nexus p’F_epl’nac“:e, bezdratova a Cisclo ASA, ISR, ASR 1000
smé&rovana infrastruktura

Prosazovani P ==
pravidel v koncovych NAC Agent Web Agent 802.1x Supplicant

zarizenich Trvaly i dogasny klient pro prohlidku a légbu AnyConnect
OS-Embedded Supplicant

ISSS 2013 © 2013 Cisco and/or its affiliates. All rights reserved.



Předvádějící
Poznámky prezentace
!!

The Trustsec portfolio is now enhanced with the introduction of our new policy manager, Cisco ISE.

Policy decision point and the platform for delivery of services is Cisco ISE.

Policy enforcement is our infrastructure.

Finally, client capabilities (802.1X) is integrated into AnyConnect. Or customers can use native supplicants. The NAC posture agent will be integrated into AnyConnect in the 1H CY2012




Trustsec reseni

Kompletni Guest Service

v€etné spravy a web
ovérovani
Pruzné definované ovéfovaci metody
(802.1X, MAB, Web Auth v rizném

Pruzna definice pravidel

poradi)

pro ovéfovani, NAC Guest Server
fizeni pfistupu podle roli

NAC Profiler

tiskarna

MAB

_a—
Y e '
zamg&stnanec } Catalyst
Web Auth Switch
Razné métody autorizace (VLAN, A
Downloadable ACL, URL Redirect, SGA) er

host Directory Serv

Profiling System pro zjistovani
stavu stanic pro Siroké spektrum
koncovych zafizeni

ISSS 2013 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public



TrustSec vlastnosti
Sifrovani, SGT, SGA, SXP

Uzivatel na
bezdratu

& 7,\, Filtrovani na vstupu RADIUS
) Guest sluzby
))))) / Cisco Posture
Profiler

WLC

SXP

802.1X

e

Uzivatel na
pevném

pfipojeni MACV 6%,
%
%

Filtrovani na vstupu

%m}fgm%
it

Datové Centrum ‘

Filtrovani na vystupu

ISSS 2013 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public


Předvádějící
Poznámky prezentace
!!

Explain that pick & choose the parts that work for your deployment….




Cisco inovace pro BYOD architekturu
Simplify IT Operations — Best of Breed — Best in Class

One Policy &
One Management

A E AP E P Erre

One Network (Predictability)

. Chip level proactive and automatic interference
CleanAir mitigation

ClientLink Chip level proactive and automatic electronic
beamforming

ACo Aut tic ad d RF shapi d
T AT utomatic advance shaping an
management
Management

Wired multicast efficiency over a Wireless

VideoStream network

TrustSec - Secure | Simplified user and resource based
Group Access | segmentation —independent of topology

Application : _ - :
Visibility & Control Identify, analyze, and optimize application traffic
.Stateful Sub second WLAN & LAN convergence .
Switchover Prime

Visibility) =)
AnyConnect | Always-On context-aware VPN connectivity ( sib y)

ISSS 2013 © 2013 Cisco and/or its affiliates. All rights reserved. Cisco Public




®)
Novinka: Converged Access

Jednotna platforma pro pevné i bezdratove reseni

| =" Features:
*802.11n

*CleanAir
*\VideoStream

Radio Resource
Management
(RRM)

*Wireless Intrusion
Prevention System
(WIiPS)

Benefits

Features:

*Stacking
*Stackpower
*Trustsec/Identity
*AVC/Medianet
*Flexible Netflow
*Granular QoS
*Smart Operations
*EnergyWise

*Built on Doppler — Cisco’s Innovative l

802.11ac Ready Flexparser ASIC technology

*Eliminates operational complexity

Note: All features may not be
available on new platforms at
introduction but are expected to
be added within 12-18 months

Cisco Public

*Single Operating System for wired
and wireless

ISSS 2013


Předvádějící
Poznámky prezentace
What is the benefit it provides in access switch with this model


BYOD 2.2: validovany design

BYOD Wired, Wireless, Access Off-Premise Security and Policy
Devices Mobile Access Infrastructure Gateways Infrastructure
Untrusted Adapti
Iii i Network Sazsrti:ye Trusted Enterprise
A~ . l' Appliance Network
Y /[ Mobile Netwc_rb\ (ASA)

Active  Certificate
Prime Directory Authority
NCS (AD)  (cA)
7

ScanSafer= .

|
, / " Internet

i

)

Switching
Co

Jabber Client

=1 W = in

WLAN
Controller

(WLC)

AnyConnect Client

Identi
Se nﬂr.:zs Ho bile RSA

Engine (ISE) Device SecurelD
Manager
(MDM)

Brant:h Office

Wireless | WAN ,xl Aggregation
g/ S

SO WWW. CISCO com/go/byod
_WWW. CISCO com,go’ByogF.e&gn

-
o

I 2
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Předvádějící
Poznámky prezentace


Do I have the WLAN capacity and reliability to support an increased number of mobile devices and future applications?

How do I enforce security policies on noncompliant devices?

How do I grant different levels of access to protect my network?

How do I help ensure data loss prevention on devices for which I do not have visibility?

How do I mitigate emerging threats targeted �at mobile devices?

How do I monitor and troubleshoot user and �client connectivity problems on my access �(wired and wireless) network?

Is my network capable of delivering the scalability and performance required to achieve the benefits �of a BYOD strategy?








Agenda
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Cisco Public 26


Předvádějící
Poznámky prezentace
Otazky JT

Zaradi ASA SM?

Vyjasnit, jak vse slape spolu, omezeni, sw

Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 



ASA 9.0 – zari rijen

  SXP, routing do kontexu, multichassis cluste, IPv6, SGTFW



3.1

   


Zaver
Problematika BYOD existuje a je treba ji resit

BYOD prinasi potrebu zasadnich zmen v IT pro
kazdou organizaci

Cisco disponuje robustni architekturou a end-to-end
Skalou produktu pokryvajici vSechny nové naroky
vyplyvajici z BYOD trendu

K dispozici jsou volne dostupné dokumenty Cisco

Validated Designs (CVD) popisujici komplexni
overene funkcni reseni BYOD

Cisco Public 27



NIy
CISCO

Dekujeme

www.cisco.com/go/byod
www.cisco.com/go/byoddesign
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Předvádějící
Poznámky prezentace
Otazky JT

Zaradi ASA SM?

Vyjasnit, jak vse slape spolu, omezeni, sw

Arsenal ScanSafe connector v ASA, pozdeji ve WSA. ESA – outbreak filtr do scansafe, prepis url. Do ted pozdrzeni, pokud mam koupeny outbreak filtering licenci, je to v cene

Scansafe konektor. 



ASA 9.0 – zari rijen

  SXP, routing do kontexu, multichassis cluste, IPv6, SGTFW
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Omezujici

Prostredi vyzadujici
prisnou kontrolu

Pouze firemni zarizeni

Vyroba
Citlivé obchodovani
Klasifikované sité statni
spravy
Tradicni podniky

ISSWK]

Zakladni Rozsirené

Zakladni sluzby a
jednoduchy pristup

Rdznorodé aplikace,
bezpecéna aktivace sluzeb

Vice typu zarizeni a
pristupovych metod, VDI
Zdravotnictvi
Podniky se zajmem o BYOD
Podpora kontraktor(

Vice typu zarizeni,

pouze internet
Vzdélavaci instituce

Vefejné instituce
Jednoduchy pfistup pro
hosty

© 2013 Cisco and/or its affiliates. All rights reserved.

Pokrocilé

Siroka podpora aplikaci,
nové sluzby, plna kontrola

Vice typt zafizeni MDM

Inovativni firmy
Retail on Demand

Podpora mobilniho prodeje
(Video, Collaboration, etc.)

Cisco Public 30


Předvádějící
Poznámky prezentace
Business continuity planning and disaster recovery 

Should noncorporate devices be granted access or restricted from business continuity planning? Should there be an ability to remotely wipe any end device accessing the network if it is lost or stolen? 

Host management (patching) 

Will noncorporate devices be permitted to join existing corporate host-management streams? 

Client configuration management and device security validation 

How will device compliance to security protocols be validated and kept up to date? 

Remote-access strategies 

Who should be entitled to what services and platforms on which devices?�Should a contingent worker be given the same entitlement to end devices, applications, and data? 

Software licensing 

Should policy change to permit installation of corporate-licensed software on noncorporate devices?�Do existing software agreements account for users accessing the same software application through multiple devices? 

Encryption requirements 

Should noncorporate devices comply with existing disk-encryption requirements? 

Authentication and authorization 

Will noncorporate devices be expected or permitted to join existing Microsoft Active Directory models? 

Regulatory compliance management 

What will organizational policy be on the use of noncorporate devices in high-compliance or high-risk scenarios? 

Accident management and investigations 

How will corporate IT security and privacy manage incidents and investigations with noncorporate-owned devices? 

Application interoperability 

How will the organization handle application interoperability testing with noncorporate devices? 

Asset management 

Does the organization need to change how it identifies the devices it owns to also identify what it does not own? 

Support 

What will the organization’s policies be for providing support to noncorporate-owned devices? 





Do I have the WLAN capacity and reliability to support an increased number of mobile devices and future applications?

How do I enforce security policies on noncompliant devices?

How do I grant different levels of access to protect my network?

How do I help ensure data loss prevention on devices for which I do not have visibility?

How do I mitigate emerging threats targeted �at mobile devices?

How do I monitor and troubleshoot user and �client connectivity problems on my access �(wired and wireless) network?

Is my network capable of delivering the scalability and performance required to achieve the benefits �of a BYOD strategy?






Collaboration aplikace WebEXx, Jabber
Pokrogilé

-4 - - AnyConnect, AS?
Rozsirené Bezpecna mobilita ScanSafe, WSA

Sprava pravidel v
infrastrukture

Omezujici
a zakladni
Sprava pevnych

| bezdratovych si
Prime
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Předvádějící
Poznámky prezentace
Mobile Iron, Zenprise, AirWatch, Good



Cisco’s BYOD integrated whole offer designed to be a flexible set of building blocks that can be used or removed, depending on the customer need and use cases.



Through the addition services, SBAs, Cisco Validated Designs (CVDs),  the BYOD Integrated Solution (Whole Offer):



•    Simplifies Operations and Reduces Risk: By providing Pre -validated design, system roadmaps, end-to-end support and services enables faster deployment of workspace and business services 



•    Fosters Innovation:  Allows IT orgs and enterprises to focus on innovation, not mitigation. Rather than solving the technology issues, you can focus on new business models





This means that: This allows our partners to limit their risk exposure in deployments and provide more repeatable and profitable solutions deliveries



Device-based access

Connection centric

Different experience depending on app. /device

Policy / security defined per devices





Identity-based access

Connection agnostic

Seamless experience across apps. / device

Consistent policy across devices






	Jednotné řízení přístupu do sítě v prostředí BYOD
	Agenda
	Agenda
	IT prostředí se mění…
	Snímek číslo 5
	Snímek číslo 6
	Snímek číslo 7
	Snímek číslo 8
	Agenda
	Snímek číslo 10
	Snímek číslo 11
	Snímek číslo 12
	Oblasti řešení komunikační bezpečnosti�BYOD souvisí se vším
	Typické způsoby nasazení BYOD
	Agenda
	Snímek číslo 16
	Bezpečný přístup�
	Snímek číslo 18
	Součásti řešení TrustSec
	Snímek číslo 21
	Snímek číslo 22
	Snímek číslo 23
	Snímek číslo 24
	Snímek číslo 25
	Agenda
	Snímek číslo 27
	Snímek číslo 28
	Agenda
	Snímek číslo 30
	Snímek číslo 32

