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Electronic Signature – preparation of regulations

Mgr. Dagmar Bosáková, Office for personal data protection

Electronic signature and its application are very attractive topics these days. There are two reasons for it: electronic signature is a new phenomena for most of us, which can especially enable easier communication with  state administration and at the same time it can enable expected use of electronic trade. These premises are certainly rightful. Three main advantages of electronic signature can be seen:

· a person, who undersigned a document, cannot deny it

· a receiver of the document  can be sure, that it has not been changed since the moment of signing

· a person, who relies on the signature, can identify the undersigned person identity

The second reason for the attractiveness of this topic is a fact, that on 1 October 2000 the Act No 227/2000 Coll. on Electronic Signature came into force and effect. Could we use the electronic signature before this date? Certainly yes. Electronic signature was used for several years and there was no law to hamper it. It was used on the basis of an agreement between contracting parties i. e. contractors agreed to accept electronic signature. At the same time it was possible to use services of providers of certified services for several years.

In addition to the undersigned and receivers other subjects – providers of certified services, commonly called „certified authorities“ play important role in use of electronic signature. They offer very important services – issue qualified Certificates and  ensure that  the signature is clearly linked to the undersigned. 

The Act on Electronic Signature is quite compatible with the Directive of the European Parliament and Council for a System of Electronic Signature (hereinafter „Directive“) which is requested by the European Union. The Directive was passed in December 1999 and all member countries are imposed to harmonize the law with it. The Directive is rather general, technically neutral but at the same time shows effort to harmonize concrete technical and other aspects of electronic signature. Why? Because electronic signature must have such a form to enable using it in another country i. e. to qualify a certificate issued in another country. In other words, requests to electronic signature and various kinds of certificates must be unified in relating countries.

Above mentioned effort of the European Union has its concrete shape. On call of European Union European institutions and initiatives prepare documents to concretize these requests. The most important in the area are activities of ETSI (European Telecommunications Standards Institute), EESSI (European Electronic Signature Standardization Initiative) and CEN (European Committee for Standardization). Gradually documents linked to the Directive  have been prepared. These documents are very important source of information for the Office for Personal Data Protection to create a regulation.
Although some European countries have set legal conditions of use of electronic signature (and non-European as well, but it is not essential for this paper), which specify relevant processes and requests, we can use them only on condition they are compatible with the Directive. Previous regulations are revised. We can utilise advantages resulting from positive and negative experience with existing law and its practical use.

The Office is authorized according to § 20 of  the Act on Electronic Signature „to issue decrees further specifying the provisions of Section 6 and 17 and the manner proving adherence thereto, and further specifying the requirements on the instruments used for electronic signatures, and further specifying the particulars of the process and manner of assessing compliance of electronic signature instruments with these requirements“. Let us remind that § 6 concerns obligations of the Provider of Certification Services and Issuer of Qualified Certificates and § 17 Means used for secure creation and verification of guarenteed electronic signatures. 

While preparing a bill of the regulation the Office endeavour to:

· set requests compatible with the Europen Union and the European Commission

· pass one regulation, i. e. to concentrate all requests into one regulation only

· set real conditions to be able to fulfil them

It is a fact that in the Euroepan Union explicit revelant parametres and processes have not been set, some aspects are discussed, opinions and practices are being unified. In some aspects the Directive has not been put into practice. But we can not understand the situation as a result of insufficient activity of the European Commission, because there is no deadline in the Directive.

But according to this situation we propose to pass a regulation with limited effect, most probably by the end of 2002. But even after this date we cannot expect „definitive“ regulation, because the European Union is going to assess effect of the Directive in the middle of 2003. Two key factors will play an important role – date of our integration into the European Union and extent of freedom in particular parametres and processes.

Some change in the area of standards is supposed, for instance FIPS 140-1, which is irreplaceable now, because it assesses security of cryptographic moduls and which will be replaced with a new EU standard.

The Act on Electronic Signature does not affect all possible situations but something that we can call a target of quality in this area. It regulates the application of electronic signatures and use of some certificates, i. e. a guaranteed electronic signature and qualified certificates, the renditions of related services, i. e. providers of certification services of  the bodies, which want to be accredited by our Office. 

Absolutely indispensable is the Act on Electronic Signature in the area of public administration – see § 11: „Public administration authorities shall accept only quaranteed electronic signatures and qualified certificates issued by accredited providers of certification services“. 

The regulation is being prepared in cooperation with expert public. It is represented in an expert group attached to the Office. At the same time the Office addressed organizations, which work with certification services or relating information technologies to comment first draft of the regulation. The office has received a lot of comments in a short time. This communication also helped to clear a lot of aspects in the area.

This time a bill of the regulation is assessed and at the beginning of June the Office will be ready to issue the regulation. The deadline is not dependent on the Office, because it is not certified to pass a regulation as a general regulation, i. e. to put it in the Collection of Laws. This situation is being dealt in the Parliament as an Amendment to the Act No 101/2000 Coll. on Personal Data Protection. The regulation can be issued on 1 July 2001 then.
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